
nt

I n s t a l l a t i o n  G u i d e  t o
t h e  S n a r e  S e r v e r

    



Installation Guide to the Snare Server

Documentation History

Version No. Date Edits By whom

1.0 13 November 2003 Approved Version George Cora

1.1 December 15, 2003 Conversion of title graphics Leigh Purdie

1.2 May 27, 2004 Update for Snare Server 2.2 Leigh Purdie

1.3/1.4 1 October 2004 Update for Snare Server 2.3 an d Fedora Core 2 GC and LP

1.5 3 February 2004 Update for Snare Server 2.4 Leigh Purdie

1.6 29 March 2004 Finalise Snare Server 2.4 installation/update
information.

Leigh Purdie

2.0 April 2, 2004 Minor rewording Leigh Purdie

2.1 4 November 2005 Include IP Address change notes Leigh Purdie

2.2 30 November 2005 Addition to Raid and formatting G eorge Cora

3.0 3 April 2006 Modifications for Snare Server v3.0 Install. Leigh Purdie

3.1 4 May 2006 Minor tweaks to reflect changes in fin al release
version (3.1).

Leigh Purdie

3.2 5 October 2007 Updates for Snare Server 4.0 Leigh Purdie

3.3 17 June 2008 Minor wording update David Mohr

© 1999-2008 Intersect Alliance Pty Ltd. All rights reserved worldwide. 

Intersect Alliance Pty Ltd shall not be liable for errors con tained herein or for direct, or indirect damages in connecti on with the use
of this material. No part of this work may be reproduced or tra nsmitted in any form or by any means except as expressly permi tted
by Intersect Alliance Pty Ltd. This does not include those do cuments and software programs developed under the terms of t he open
source General Public Licence, which covers the Snare agents and some other software.

The Intersect Alliance logo and Snare logo are registered tr ademarks of Intersect Alliance Pty Ltd. Other trademarks an d trade names
are marks’ and names of their owners as may or may not be indica ted. All trademarks are the property of their respective own ers
and are used here in an editorial context without intent of in fringement. Specifications and content are subject to chan ge without
notice.

 © InterSect Alliance, 2008 Page 2 of 19 Version 3.3 



Installation Guide to the Snare Server

About this guide

This guide explains the tools and information requi red to install the Snare server.

Other documentation that may be useful to read incl udes:

• Snare Agent Guides

• Snare Server Users Guide

• Snare Server User Checklist

• Snare Server Troubleshooting Guide.
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1  I n t r o d u c t i o n
This document details the steps required to install the comp onents necessary to run the Snare Server
as a standalone appliance on your hardware. The Snare Serverrelies on a number of Open Source
tools, including the Linux Operating System, the Apache Web Server, and the PHP scripting language,
amongst others - these are included with your insta llation media.

There are a number of configuration items, such as system passwords, that are specific to an
installation. These are highlighted throughout this manua l, and a section at the end of the document
provides a space where you can record the site specific insta llation parameters. This document does
not cover the installation and removal of specific Snare age nts; these are available as separate
documents.

An appendix to this document also highlights several post-i nstallation checks that will allow you to
verify that the Snare Server has been installed cor rectly, and is operating optimally.
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2  R eq u i r ed  h a r d w a r e  c o n f i g u r a t i o n
The Snare Server is capable of running on a variety of hardware configurations, from laptops, right
up to Linux partitions on mainframe systems. Hardware requi rements are significantly dependent on
the volume of audit received by the Snare Server, and the type and number of audit objectives
defined.

However, in order for the Snare Server to be in a supported con figuration, the following
requirements MUST be followed. There should be no deviations from the specifications listed below.

Snare Server Hardware Specification

• An x86 compatible CPU (eg: Pentium 4, AMD, AMD64) running at a processing capacity
equivalent to, or better than, a Pentium 4, 2Ghz.

• 200Gb hard disk or larger. This should be recognized by an operating system as one
single disk, and may be either IDE, SATA or SCSI. Hardware RAID may be used, as long as
the RAID controller is capable of either emulating normal IDE/SATA/SCSI protocols, or
has a supported driver available in Snare.

• An IDE-based DVD writer supported by Snare. Most modern CD/DVD writers are ATAPI
compatible, and will therefore work with the Snare Server. Some brands of USB Writers
may be supported. Please consult the general compat ibility notes below for more
details.

• 2 Gb RAM, or more.

• A 100 megabit, or (preferably) a 1000 megabit (1 Gi gabit) network card.

• Keyboard, mouse and monitor as appropriate.

General compatibility notes :
The Snare Server uses a kernel from the Ubunty 'Feisty' release. Hardware that is
identified as compatible with the first release of Ubuntu 'feisty ' will also be accepted by
the Snare Server.

 © InterSect Alliance, 2008 Page 5 of 19 Version 3.3 



Installation Guide to the Snare Server

3  P r ep a r a t i o n
Prior to installation, a check should be made of a number of co nfiguration parameters required for
the operation of the Snare Server. These configurat ion parameters are as follows: 

• An IP address for the Snare Server, and the Netmask of the local area network
on which the Snare Server will be installed.

• A Hostname & fully qualified DNS Name for the Snare Server (your network
team may wish to add this information into your org anisational DNS server).

• The IP address of the default gateway for the local  area network on which the
Snare Server will be installed.

• The IP address of the organisational SMTP (Email server).

• The IP addresses of the organisational DNS server(s).

• An access key, provided by your Snare Server support team, to gain access to
the Snare Server license download system.

In addition, you should make the following changes to the system BIOS in order to ensure that
installation and operation proceed smoothly:

• Set the system to automatically boot when power is reapplied after a system power failure.

• Set the first CD/DVD drive to be bootable.

The steps required to accomplish the two operations  above, vary depending on your system, and bios
type.

 © InterSect Alliance, 2008 Page 6 of 19 Version 3.3 



Installation Guide to the Snare Server

4  S n a r e  S e r v e r  i n s t a l l a t i o n
Ubuntu 7.01 (“Feisty”) is currently used to provide the base operating system for Snare. The system
which will host the Snare Server must be configured to boot fr om the CD or DVD device. Please note
that a monitor, mouse and keyboard should be connec ted to the server or workstation.

Once you boot from the Snare Server installation CD, the inst allation will ask you a number of
questions. The following images and instructions wi ll guide you through the process of installation.

• Snare Server CD.

• IP Address and Netmask for the Snare Server.

• IP Addresses for your primary (and optionally, seco ndary) DNS Servers.

• Default gateway for the network on which the Snare Server is installed.

    Snare Server CD - Kickstart    

Insert the Snare Server Installation CD, and boot t he
computer.

The Snare Server CD will provide you with a guided install
of the Linux operating system, and the Snare Server  tools
and utilities, presenting you with only those optio ns that
may vary from site to site, or from system to syste m, and
specifically require your input.

> Hit ENTER on your keyboard.

    Operating System Bootstrap    

When you hit ENTER, the Snare Server will boot the Linux
operating system. The screen will remain blank for some
time, and then a new video mode will appear on your
monitor.

> Please wait.

    Language Selection    

Although the Snare Server currently only supports t he
English language, some elements of the operating system
installation process can be localised.

> Select the language that is most appropriate for your
current geographic location, and press ENTER.
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    Location Selection    

The installer will attempt to provide a range of po tential
locations, based on your language selection.

> Select an option that is appropriate for your geo graphic
location, and press ENTER.

    Keyboard Layout    

Local keyboard layouts are supported for the Snare Server.

> Select an option that is appropriate for your key board
hardware layout, and press ENTER.

    Keyboard Layout (2)    

Some languages/locations provide more than one opti on
for  keyboard layouts (eg: Qwerty, Dvorak) 

> Select an option that is appropriate for your key board
hardware layout, and press ENTER.

    IP Address Configuration    

Your Snare Server will require an IP address in order to
participate on the network. You may need to consult  your
network administration team for assistance with an
appropriate allocation, so that address conflicts d o not
occur.

> Enter the IP address of the Snare Server.
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    Netmask    

Your Snare Server will need to know the netmask to use for
the local network. You may need to consult with you r
network administration team for assistance with an
appropriate value, but most networks on which a Sna re
Server will be installed will generally use either a 'Class
C' (255.255.255.0), or 'Class B' (255.255.0.0) range.

> Enter the Netmask for the network on which the  S nare
Server will be installed.

    Default Gateway    

In order to contact (and be contacted by) machines outside
the local area network, your Snare Server will need  to
know the IP address of the default gateway on the l ocal
network. You may need to consult with your network
administration team for an appropriate value.

> Enter the IP address for the default gateway for the
network on which the Snare Server is installed.

    DNS Servers    

In order to contact machines by their DNS names (eg:
www.intersectalliance.com) rather than their IP Add resses
(192.168.0.1), the Snare Server will need to know t he IP
addresses for one or more organisational DNS servers. You
may need to consult with your network administratio n
team for an appropriate value.

> Enter the IP addresses for at least one DNS server.
Multiple values can be entered, separated by spaces .

    Partitioning    

The Snare Server installation subsystem will automa tically
partition your drive. It should be noted that only the first
physical hard drive will be partitioned and used by  the
Snare Server.

> Please wait.
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    Time Zone    

The Time Zone setting is important to ensure that y our
Snare Server retains appropriate time settings, par ticularly
during events such as “Daylight Saving”.
Note that if your country has only one time-zone, t his
screen will not appear.

> Select your time zone. This list will be populate d based
on your earlier 'Language and Location' selection.

    Installing the Base System    

The Snare Server will now install the operating sys tem
packages required by Snare.

> Please wait.

    Selecting and Installing Software    

Additional packages required by Snare, over and above the
operating-system level functions will also be insta lled.

> Please wait.

    Configuring the Boot Loader    

The boot portion of the master hard drive will be u pdated.

> Please wait.
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    Reboot    

The Snare Server will reboot at this point. Please either
remove the Installation CDROM, or change your BIOS to
boot from your primary hard drive.

If you forget to remove the CDROM, and the Snare Install
screen (as shown in the first screen of this series ) appears,
you can choose the "Boot from first hard disk" opti on.

> Remove the Installation CDROM from the Snare Server.
> Please wait

    Snare Server – First Boot    

The core operating system components have now been
installed. Your new operating system will boot, and  the
Snare Server installation process will install extr a
packages, and software/security updates that are re quired
for normal Snare Server operation.

> Please wait.

    Snare Server – Disk Check    

Depending on the type of hard drive used in your sy stem,
the Snare Server MAY require that your drive undergoes an
initial 'disk check'. This screen will not appear i n most
installations. After the process completes, the Sna re Server
will initiate a reboot.

> Please wait.

    Installation of Extra Packages    

Extra support packages, and software / security upd ates
will be installed at this point.

> Please wait.
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    Password Settings    

This screen offers you the opportunity to set passw ords for
the key system accounts on the Snare Server. It is
recommended that these passwords be recorded, and
stored in an appropriate location. There is no need  for your
Snare Server support team to know these passwords.

root : The root account is the 'last resort' administrat ive
user. In the event of complete system failure, the Snare
Server support team may ask you to input this passw ord.

snare: This account is used for Snare system administrat ive
tasks. The Snare Server is generally self-managing, but if
you need to modify system-level parameters, such as  IP
addresses, or DNS servers, the Snare Server support team
may ask you to log in with this account.

snarexfer: This account can be used to transfer bulk log
data up to the Snare Server via FTP or SCP. ACF2, RACF and
Checkpoint Firewall 1 log data is generally sent to  the
Snare Server user via this method.

Administrator : The Administrator account is the account
that is used to log into the Snare Server web inter face, and
has full control over all configuration items, and access
controls.

> Enter an appropriate password for each of the acc ounts.

    Installation Complete    

Installation has now been completed, and your Snare
Server is ready for access via your web browser.
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    License Installation    

When you connect to your Snare Server via your web
browser, the first page that appears may be a licen se
upload tool.

For some users, your Snare Server support team may have
already uploaded a temporary license on your behalf .

Other users will be supplied with an access key, wh ich can
be used to download a temporary activation license.

> Connect to your Snare Server via a desktop web browser.

    Download License    

In another browser, connect to the InterSect Allian ce web
site using the following address:

www.intersectalliance.com/activate

Your Snare Server support team will have supplied an
activation key with your installation CD. Enter the
activation key into the form, and click the 'Reques t
License' button.

> Enter details as appropriate, and submit the form .

    Download License (2)    

A new page will appear, providing details of the li cense,
and will prompt you to enter the HostID information  from
the Snare Server.

Host IDs: Please copy/paste the bolded hostid(s) from the
Snare Server license upload page in the previous step. The
hostid(s) will start with "M:".

> If all details are correct, press the 'Request Li cense'
button. If there is an error in the supplied detail s, please
contact your Snare Server support team.
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    Download License (3)    

A license download page will appear. The Snare Server
license system will generate an electronic mail mes sage to
the Snare Server support team to request a final li cense. It
will also provide you with the ability to download a
temporary license to your local system. This tempor ary
license will be valid for 30 days.

Your Snare Server support team will validate your l icense
request, and send you your final license within tha t period.

> Download the Snare Server license to a local dire ctory.

    Install License (2)    

Returning once more to your Snare Server license upload
page, choose the 'Browse' button, and select the li cense
file downloaded in the steps above. Select the 'Loa d
License' button.

> Upload your new license file to the Snare Server.

    Login    

The Snare Server has several options that can be tailored
to suit your organisation. These include items such  as:
- Organisational Name
- Authentication Modes
- Available Network Services, such as FTP services
- The organisational logo, and background displayed  by the
Snare Server.

> Connect to your Snare Server via a desktop web browser,
and log into the Snare Server using the Administrat or
account and the password you set in an earlier step .
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    Configuration Wizard - Introduction    

Once you have logged in, Snare will present an 'Ini tial
Configuration Wizard', which will guide you through  the
process of setting up particular organisation-speci fic
settings.

> Review the text, and select the 'Next' button.

    Configuration Wizard - Organization    

Enter your organisations name, and the message you would
like to appear on both the Snare login screen, and also at
the console login prompt for the Snare Server hardw are.

> Enter the appropriate details, and press the 'Nex t'
button.

    Configuration Wizard - Email    

Several options, relating to electronic mail delive ry, are
available to be configured at this point.

Email Server: Please enter the DNS name, or IP address of
an organisational email server, that is capable of receiving
SMTP messages.

Appended Address: This is an optional field. However, it
does provide users of the snare server to enter onl y the
first portion of a users destination email address,  (eg:
fred.bloggs, rather than fred.bloggs@dni.gov.au) in  some
configuration options.

Reply-to address: The address on which you would like to
receive electronic mails, when a user hits the 'rep ly to'
button on an email delivered by Snare.

Mail distribution mode : Snare can either send one email
per user, with (potentially) many results attached,  or it
can send one mail per objective, to each user speci fied as
a recipient.

Classification header: For organisations with mandatory
classification requirements, Snare can include a sp ecified
classification in the subject line of the electroni c mail
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message.

Mail format : By default, Snare will send the results of the
objective in both the content of the email message,  and as
an attachment. Some mail clients (eg: Lotus notes),  do not
render some HTML email cleanly, and this option wil l force
Snare to ONLY send rich (HTML) content as an attachment.

Overnight run delay : If, for reasons of time-zone
differences, you would like Snare to delay processi ng of
the nightly run by several hours, this option can b e set to a
value between 0 and 15. Note that we do not recomme nd
changing this value for most normal Snare Server
installations.

> Enter the appropriate details, and press the 'Nex t'
button.

    Configuration Wizard - Events    

A listing of potential audit/event sources, are ava ilable to
be configured at this point.

If 'regulatory compliance' mode is chosen in the ne xt
section, new objectives will be created for each of  the
sources chosen here, that relate specifically to re gulatory
compliance.

Otherwise, this section has no significant effect o n the
Snare Server configuration.

> Enter the appropriate details, and press the 'Nex t'
button.

    Configuration Wizard - Compliance    

For those organisations who have a requirement to m eet
national regulatory frameworks, or international fi nancial
guidelines, Snare can start in a 'preconfigured' mo de to suit
the requirements of several nominated options.

Snare will create a range of objectives for those s ystems
identified in the previous step (where appropriate) .

> Choose your default startup mode, and press the ' Next'
button.
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    Configuration Wizard - General    

Several options, relating to the general configurat ion of
the Snare Server, are available to be configured at  this
point.

DNS Name: Please enter the DNS name of the Snare Server.
You may need the assistance of your network operati ons
team here. If you do not know the DNS name of the S nare
Server, or have not yet configured one, please ente r the IP
address of the Snare Server instead. This option enables
electronic mails sent by the Snare Server, to use t he
correct URL for inline images. If users of the Snar e Server
are having problems with images being displayed in their
mail clients, it is most likely due to an incorrect  setting
here.

Port: By default, Snare will contact agents on TCP port
6161. If you have installed & configured snare agen ts to
use an alternative port, please enter the details h ere.

Password: Most organisations will set a single
administrative password for all Snare agents. In or der for
Snare to contact all agents, please input that pass word
here.

Services: Snare offers very few services on the network by
default. However, for administrative ease, the SSH (secure
shell) and FTP services can be turned on at this st ep.

Windows Shares: Snare implements an internal archive
process, that allows you to send data to optical me dia (CD
or DVD). However, for organisations that wish to ex port
data to a corporate data store, Snare provides the ability
to turn on a windows-compatible share that provides  read
access to the Snare Server data archive.

> Enter the appropriate details, and press the 'Nex t'
button.

    Configuration Wizard - Complete    

The Snare Server configuration wizard has now finished,
and you will be taken to the main Snare Server page  after
pressing the "Return to the Snare Server" button.

> Select the "Return to the Snare Server" button.
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5  S i t e  s p ec i f i c  i t ems  
Based on the above installation procedures, there are a numb er of site specific configuration items
which will need to be set, and stored in a secure manner, such a s a safe or approved, lockable
cabinet. These configuration items are mainly passwords, s o it is a good idea to choose a secure
password, and to ensure that only the appropriate authorise d staff have access to the passwords
detailed below. Table 1 below shows all the site specific con figurations items, that result from a
standard Snare Server installation. 

Snare Server installation configuration items

Snare Server installation undertaken by: ................................................... ...........................

Date: ................................................... Signature: ................................................... ...

Agency notes: ................................................... ................................................... ..........

................................................... ................................................... ............................

................................................... ................................................... ............................

................................................... ................................................... ............................

Item Configuration description Site specific configur ation

1 Linux "Root" Password .
This is the root password for the Linux operating
system account. 

Password:

2 Snare Server "Administrator" Password .
This is the "Administrator" password for the Snare
Server web based front end.

Password:

3 Snare Server IP Address and Hostname .
The Snare Server will require an IP address and
hostname.

IP address:

Netmask:

Hostname:

4 IP Addresses for the agency's DNS servers .
The DNS is required by the Snare Server for name
resolution.

Primary DNS server:

Secondary DNS server:

5 IP Address for the agency's SMTP server .
The SMTP server is the agency's email server, as is
required so that the Snare Server can send email
based reports to the agency's users.

IP address of SMTP Server:

Hostname of SMTP Server:

6 Agent Remote Control Password .
This is the 'snare' user password used by the Snare
agent remote control, if required.

Password:
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6  K n o w n  C o mp a t i b l e  S y s t ems  
Although the Snare Server, and the underlying operating system, has been designed to install on a
wide variety of x86-compatible hardware, the following sys tems have been specifically identified as
compatible hosts for the Snare Server:

System Options

Acer Veriton 2800 DVD Dual-Layer Burner

200GB+ HDD

IBM ThinkCenter M50 8188-LQM 2Gb RAM

200Gb+ HDD

DVD Writer

HP Pavilion ze4103s

HP/Compaq D530 SFF
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